THE PERSONAL DATA PROCESSING
AGREEMENT

1. The Partner undertakes to process
Unilever's Personal Data in accordance with
the Data Protection Legislation, the terms
of this Personal Data Processing Agreement
(hereinafter referred to as the
«Agreement»), as well as the relevant
Processing Instructions.

0
2. TERMS AND DEFINITIONS

2.1 In this Agreement, unless the context
otherwise requires:

Unilever Personal Data means Personal
data provided or made available to the
Partner by Unilever or a Unilever Group
Company in connection with concluded
contracts between Unilever and the Partner;

Data protection legislation means the
current legislation of the Russian Federation
on the protection of personal data and the
regulatory legal acts adopted in accordance
with it, as well as other applicable
legislation establishing requirements for the
processing and protection of personal data;

Processing Instructions means the
instructions for Processing Unilever Personal
Data, as set out in this Agreement and in
the Contracts between Unilever and the
Partner (for example, an Order for the
processing of personal data), and otherwise
as provided in writing by or on behalf of
Unilever to the Partner from time to time;

Data breach means any security breach
resulting in accidental or unlawful
destruction, loss, alteration, unauthorized
disclosure or access to any personal data;

Data Protection Losses, Losses means
all liabilities and amounts, including all: (a)
costs (including legal costs), claims,
demands, actions related to the processing

COrN1ALLUEHME OB OBPABymgWW

MEPCOHAJIbHbIX OAHHbIX
1. MapTHep obs3yeTcs
ocyLecTBNATL 06paboTKy MepCcoHaNbHbIX
OaHHbIX KOHMNeBep B COOTBETCTBUM C
3aKoHOOaTeNbCTBOM O 3allUUTE [HOaHHbIX,
ycnoBuamMmn Hactosiwero CornaweHus o6
obpaboTke nepcoHasbHbIX AaHHbIX (Oanee

- «CornawueHue»), a TakKxXe
CooTBETCTBYOWMMN  WNHCTPYKUMSMN MO
obpaboTke.

2. TEPMUHbI N ONPEJENEHNA

2.1 TepMUHbI 7 onpepeneHuns,
rnpuMeHsemble B HacToswem CorsalleHun,
NCMNONIb3YIOTCA B CJ/ieAyloleM 3HavyeHuwu,
eCJIN NHOoe He c/iefyeT N3 KOHTeKCTa:

MepcoHanbHbIe paHHbIE IOHuneBep -

MepcoHanbHble [OaHHble, KOTOpble (Uan
0OCTYNM K KOTOPbIM) NpenocTaBasioTCs
MapTHepy OHWUNEBEp WM  KOMMaHUEn

rpynnbl Unilever B CBSI3W C 3aKJIIOYEHHbLIMU
c MapTHepoM fgorosopamu;

3aKoHOAaTeNbCTBO O 3aliuTe AaHHbIX -
JencTeyollee 3akoHOOaTeNbCcTBO PO o
3awmTe NnepCcoHasibHbIX DaHHbIX n
NPUHATbIE B COOTBETCTBUMM C  HUM
HOpPMaTMBHbIE MPaBOBbIE aKTbl, a TakXxe
WHOEe nMpUMEeHMMOe  3aKOHOAATEeNbCTBO,
yCTaHaB/IMBaloLLee TpeboBaHusa no
obpaboTke M 3awMTEe NEepCoHaNbHbIX
OaHHBbIX.

NHcTpyKuMuM no obpaboTke -
MHCTPYKUMK no ObpaboTke lMepcoHasnbHbIX
OaHHbIX  KOHuneBep, copepxxawmecsa B
HacToALeMm CornawieHunu 7
COOTBETCTBYOLLNX [OoroBopax,
3aKJII04EeHHbIX  Mexay  KOHuneBep
MapTHepoMm (Hampumep, [lopydyeHne Ha
06paboTKy nepcoHaNbHbIX AaHHbIX), Anbo
nepnoan4eckmn npenocTaBsisieMble B
nucbMeHHon popme KOHMNEBEp nam oT ero
nmeHu MapTHepy;

YTeuka paHHbIX - oboe HapyweHue
6e3onacHoCTK, NpuBOASALLEE K CllyYanHOMY
WA HEe3aKOHHOMY YHUYTOXEHUID, noTepe,
N3MEHeHNO, HEeCaHKLMNOHNPOBaHHOMY
PACKpPbITUKD  KakUX-NMbo nepCoHasIbHbIX
OaHHbIX NN JOCTYNY K HUM;

Ywep6 oT HapyLUeHuA 3aluuThbl
DAHHbIX, Yuwepb - BCe BUAbI
OTBETCTBEHHOCTN N BCE CYMMbI, BKJOYas:
(a) pacxombl (B TOM 4ucne cypebHble
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of personal data; (b) fines and penalties
imposed by public authorities in connection
with violations of the procedure for the
processing of personal data; (c) any
compensation paid to the data subjects; and
(d) the costs of rectification or restoration of
Unilever Personal Data.

3. GENERAL PROVISIONS ON
THE PROCESSING OF
UNILEVER PERSONAL DATA

O
o

3.1 The Partner has the right to process
Unilever personal data on behalf of Unilever
Rus LLC (hereinafter referred to as the
"Unilever"), which is the Operator of
personal data in accordance with part 3 of
Article 6 of the Federal Law of 27.07.2006
No. 152-FZ "On Personal Data".

3.2 The Partner guarantees the provision of
the conditions for the processing of Unilever
Personal Data established by Art. 6 of the
Federal Law of 27.07.2006 N 152-FZ "On
Personal Data", the Order of the FSTEC of
Russia of 18.02.2013 N 21 "On Approval of
the Composition and Content of
Organizational and Technical Measures to
Ensure the Security of Personal Data during
Their  Processing in  Personal Data
Information Systems", the Decree of the
Government of the Russian Federation of
01.11.2012 N 1119 "On Approval of
Requirements for Protection of Personal
Data", the Government Decree of the
Russian Federation from 01.11.2012 N 1119
"On Approval of Requirements for Protection
personal data when they are processed in
personal data information systems".

3.3 The Partner is obliged to process and
use Unilever Personal Data in accordance
with the Processing Instructions and for the
purposes defined thereon.

3.4 In the event that the Partner is not sure
of any parameters or legality of the
instructions emanating from Unilever, the
Partner is obliged to contact Unilever as
soon as possible for explanations or
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npeTeHsnaMn, TpeboBaHUAMKU, WNCKAMMW,
CBA3aHHbIMWU C nopsakom  obpaboTku
MepcoHasbHbIX HaHHbIX; (6) wWwTpadbl w©

caHKuum, HaNOXXeHHble
rocyfapCTBEHHbIMU OpraHaMm B CBA3U C
HapyLeHNnaMK nopsgka 0bpaboTku
nepcoHasibHbIX OaHHbIX; (B) nobble
KOMMeHCauun, BbIMJIa4eHHble CcybbekTaM
MepcoHasibHbIX OaHHbIX; N (F) pacxodbl Ha
ncnpasJseHue nnu BOCCTaHOBJIEHNE
lMepcoHanbHbIX gaHHbIX KOHMNeBep.

3. OBLUME NMNOJIOXKEHUA OB
OBPABOTKE MEPCOHAJIbHbIX
AAHHbIX OHWUJIEBEP

3.1 TlaptHep BnpaBe obpabaTbiBaTb
rnepcoHasbHble daHHble HOHunesep no
nopy4eHuio 000 «KOHnnesep Pycb» (oanee

- «HOHuNeBep»), ABASAIOLLEerocsd
OnepaTopoM MepcoHasibHbIX OaHHbIX B
COOTBETCTBMM C 4YacTbld 3 cCcTaTbun 6

®epepanbHOro 3akoHa ot 27.07.2006 r.
Ne152-03 «O nepcoHasibHbIX JAaHHbIX».

3.2 MMapTHep rapaHTupyeT obecnedyeHue
yCsioBUn 06paboTku lMepcoHanbHbIX
JaHHbIX FOHMNeBep, YCTAaHOBJIEHHbIX CT. 6
®depepanbHOro 3akoHa ot 27.07.2006 N
152-®3 «O nepcoHanbHbIX  OAHHbIX»,
Mpukasom O®CTIK Poccunm ot 18.02.2013 N

21 «06 yTBepxaeHunm CoctaBa u
cogepxxaHus OpraHn3auMoOHHbIX "
TexHuyeckmx Mep no  obecnevyeHuro

f6e3onacHocTHn nepcoHaJIbHbIX AaHHbLIX Mpn

nx obpabotke B  MH(POPMALMOHHbLIX
cncrtemax nepcoHasibHbIX OaHHbIX>»,
MocTaHoBNEHMEM lMpaBuTenbcTBa

Poccuinckon ®epepaunn ot 01.11.2012 N
1119 «O6 yTBepxaeHun TpeboBaHUN K
3alUNTE MepCOHasIbHbIX OaHHbIX MPU UX
0bpaboTke B MHPOPMALMOHHBIX CUCTEMAX
NMepcoHasbHbIX AaHHbIX».

3.3 MapTHép o0653aH obpabaTbiBaTb U
ncnosb3oBaTb  lepcoHasbHble  AaHHble
KOHunesep B COOTBETCTBUM C
NHcTpykumaMmn no obpaboTke m B uensax,
KOTOpbIE B HUX OMpefesieHbl.

3.4 B cny4ae, ecnn lMapTHep He yBEPEH B
Kaknx-nnbo napameTpax WU 3aKOHHOCTW
WHCTPYKUMA, uncxopawmx ot HKOHunesep,
MapTHep 0653aH B KpaTyalWwum CPOK
obpaTnTbCca K FOHMNEBep 3a NOSACHEHUSAMU
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additional instructions.

3.4.1 comply with and Process all Unilever
Personal Data in accordance with applicable
Data Protection Legislation;

3.4 The Partner undertakes to:

3.4.2 promptly notify Unilever about any
circumstance where it is unable to comply
with the Data Protection Legislation or any
actual or potential changes to the Data
Protection Legislation;

3.4.3 Immediately notify Unilever if The
Partner becomes aware of any
unauthorized, illegal or dishonest actions or
activities of the Partner or its employees,
contractors, subcontractors, agents,
representatives or other third parties, as a
result of which there may be a violation of
the current Data Protection Legislation or
the threat of such violation.

3.4.4 Respect the confidentiality of Unilever
Personal Data and ensure their security
during processing;

3.4.5 Carry out activities related to ensuring
the confidentiality and security of personal
data in accordance with the requirements of
the legislation of the Russian Federation in
the field of licensing certain types of
activities;

3.4.6 Not to provide access to Unilever
Personal Data to third parties and not to
distribute personal data entrusted to
processing without prior notice to Unilever;

3.4.7 Provide any support to Unilever in
preparing and sending notices or
responding to government requests
regarding to Unilever Personal Data;
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3.4 NapTHép 0b6saA3aH:

3.4.1 Cobnwopatb 3akKoHOOATesIbCTBO O

3aumTe OaHHbIX 7] obpabaTbiBaTb
MepcoHanbHble AaHHble HKOHWNeBep B
COOTBETCTBMUM C TakKNUM
3aKOHOOATENbCTBOM;

3.4.2 HesamegnnrtenbHo n3BeLllaTb
lOHnneBep o nobbIX CUTyaumsax, Korpaa
MapTHep He nMeeT BO3MOX>XHOCTW

cobntopgath 3aKOHOOATENbCTBO O 3alluTe
OaHHbIX, BKJOYas nobble Tekywune unm
noTeHuUMaNbHble N3MeHEeHUs B
3aKOHOOATEeNIbCTBE;

3.4.3 HesamegnmntesnbHO yBE4OMUTb
KOHuneBep, ecan eMmy CTaHeT WU3BECTHO O
Nob6bIX HECaHKLMNOHNPOBAHHbIX,
HE3aKOHHbIX WJIN HeYeCTHbIX OeNCTBUSX
wnn pgeatenbHocTn [lapTHepa wanm ero
paboTHNKOB, noAPALYNKOB,
cybnoopsaa4nKkos, areHToB,
npencrasuTenen Uan UHbIX TPETbUX UL, B
pesynbTaTe KOTOPbIX BO3MO>XHO
HapyLleHne OenCcTBYyOLEro
3aKoHo4aTesIbCTBA O 3alUTe AaHHbIX WIN
yrpo3a Takoro HapyLieHus.

3.4.4 CobnopaTb KOHPMAEHUMANLHOCTb
MNepcoHanbHbLIX AdaHHbIX HOHUNesep n
obecneymBatb ux 6e3omacHOCTb  Mpwu
obpaboTke;

3.4.5 OcywecTBNATb neAaTeNnbHOCTb,
CBA3@HHYIO C obecneyvyeHnem

KOH(UAEHUNANBHOCTN 1 6e3onacHoOCTU
NMepcoHasibHbIX OAaHHbIX B COOTBETCTBUU C

TpeboBaHNAMN 3aKoHoOaTeNbCTBa
Poccuinckon  ®depepauunnu B obnactum
JINLEH3UPOBAHUSA oTOeNbHbIX BMOOB
0eaTesNlbHOCTHW;

3.4.6 He npepocTtaBnaTb AOOCTyNn K
lMepcoHasibHbIM JaHHbIM OHnnesep

TpeTbMM JnuaM W He pacnpocTpaHATb
nepcoHasibHble [fOaHHble, MOpYYeHHble Ha
06paboTky, be3 npenBapuTenbHOro
cornacosaHunsa c KOHuneBep;

3.4.7 Oka3biBaTb N0byl0 noanepxky
lOHunesep B 4acTM MNOArOTOBKM W
HanpaBJieHNs YBEAOMJIEHWA WAM OTBETOB
Ha 3anpocbl rocyfapCTBEHHbIX OpPraHoB B
OTHOLUEeHUN MNepcoHanbHbIX OaHHbIX
Unilever;
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3.4.8 Promptly (and in any event within 2
(two) working days) inform Unilever of any
requests and claims of Personal Data
Subjects, public authorities or other
requests or claims relating to the processing
of Unilever Personal Data, as well as provide
any support for their resolution;

3.4.9 Not to store, use or disclose Unilever
Personal Data for any other commercial
purpose other than to provide Unilever
services

E% 3.5 Partner personnel

The Partner is obliged to ensure the
reliability of its employees, including
employees of its contractors,
subcontractors, agents or representatives
(hereinafter collectively referred to as the
"personnel"), including ensuring that the
Personnel: (a) processes Unilever Personal
Data exclusively in accordance with the
requirements of this Agreement; (b)
undergoes the necessary training on the
protection of Unilever Personal Data; (c)
Unilever is allowed to process Personal Data
only after signing agreements to ensure the
protection and confidentiality of Unilever
Personal Data.

3.6 Deletion or Return of
\H Unilever Personal Data

3.6.1 In case of achievement of the purpose
of processing personal data, the Partner
undertakes to stop processing personal data
and destroy them within a period not
exceeding 30 (thirty) days from the date of
achievement of the purpose of processing
personal data, or earlier on the basis of the
relevant instruction from Unilever, but not
later than 14 (fourteen) calendar days from
the date of receipt of such instructions.

3.6.2 In case of withdrawal by the subject of
personal data of consent to the processing
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3.4.8 HeszamepnamTtenbHo, HO (B)A‘Jﬁgrg'g%
cnydyae He no3gHee 2 (pByx) pabounx
aoHen, coobwaTtb HHuMnNeBep o  NobbIX
3anpocax Wn npeTeH3snax CybbekToB
NMepCoHasibHbIX AaHHbIX, FOCYOapPCTBEHHbIX

opraHoB mbo UHbIX 3anpocax uau
npeTeH3nsnax, Kacawwmxcs  obpaboTku
MepcoHanbHbIX AdaHHbIX HOHUNeBep, a

TaK>XXe O0Ka3blBaTb OOy MOOAEP>XXKY MO
NX paspeLLeHnio;

3.4.9 He XxpaHWTb, HE UCMOJIb30BaTb U He
packpblBaTb MNepcoHanbHble OaHHble
OHnnesep ans Nob6bIX apyrux
KOMMepYecKux uenen, Kpome Kak Aans
npepnocTtasneHns ycnyr KOHnneBep.

3.5 NepcoHan MNapTHépa

MapTHép oba3aH obecnedynTb HaAEXHOCTb
cBoMX paboTHMKOB, BKJO4Yas paboTHMKOB
ero noaopsiaA4nKoB, cybnonpsa4vmkos,
areHToB WM npeacrtasuTenen (panee
COBMECTHO - «[lepcoHan»), B TOM 4ucne
obecne4ynTs, yTo MepcoHan: (a)
ocyuwiectBnseT o06bpaboTky lepcoHanbHbIX
OaHHbIX HOHMNEBEpP WCKIIOYUTENBHO B
COOTBETCTBUN C TpeboBaHUAMMN
HacToawero CornawenHuns; (6) npoxoauTt
Heobxogumoe obyyeHMe Mo BOMpOCaMm
3aWmnThl MepcoHanbHbIX OaHHbIX
lOHnnesep; (B) ponyweH kK obpaboTke
MepcoHanbHbIX OaHHbIX KOHUNEBEp TObLKO
rnocse nognucaHusa  corfaweHunm  ob
obecnevyeHnn 3almnThl n
KOH(pUAEeHLNaNnbHOCTH lMepcoHanbHbIX
OaHHbIX KOHUNeBep.

3.6 YpaneHue Uwm BO3BpaT
MepcoHanbHbIX paHHbIX Unilever

3.6.1 B cny4ae [OCTUMXEHMA  Lenn
06paboTku rnepcoHasbHbIX OaHHbIX
MapTHep obsa3yeTCs npekpaTuTb
06paboTKy nMepcoHasbHbIX AaHHbLIX U

YHUYTOXKUTb X B CPOK, HE MpPEBbILLAOLLNIA
30 (TpupuaTn) OHEN C faTbl OOCTUXKEHUSN
uenn obpaboTKM MepcoHasbHbIX OaHHbIX,

nnbéo paHee Ha OCHOBaHUM
COOTBETCTBYIOLLEro yKa3aHus oT
KOHuneBep, HO He nosgHee 14

(yeTblpHagUaTM) KaneHOapHbIX AOHEeN C
MOMeHTa NoJly4eHNA TaKoro yka3aHun4.

3.6.2 B cny4ae oT3bIBa
nepcoHasbHbIX  AaHHbIX

cybbekTom
cornacmsi  Ha
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of his personal data, the Partner undertakes
to stop their processing and, if the storage
of personal data is no longer required for
the purposes of processing personal data,
destroy personal data within a period not
exceeding 14 (fourteen) calendar days from
the date of receipt of the said feedback

3.6.3 The Partner undertakes to safely
delete or return Unilever Personal Data by
securely transferring files in the format
requested by Unilever, unless their storage

is required by applicable law.
SECURITY OF PERSONAL
DATA
4.1 The Partner undertakes to take the
necessary legal, organizational and
technical measures when processing
Unilever Personal Data to protect personal
data from unauthorized or accidental access
to them, destruction, modification, blocking,
copying, provision, distribution of personal
data, as well as from other illegal actions in
relation to personal data.
The measures taken must comply with the
standards established by the Data
Protection Legislation, as well as ensure the
level of security of Unilever Personal Data in
accordance with the risks specific to this
area.

4. ENSURING THE

4.2 The Partner undertakes to ensure
the implementation of the following
measures to protect Unilever Personal
Data:

4.2.1 Appoint persons responsible for
organizing the processing and ensuring the
security of Unilever Personal Data;

4.2.2 Establish rules for access to Unilever
Personal Data and determine the list of
employees and other persons whose access
to Unilever Personal Data is necessary to
fulfill obligations under contracts concluded

X
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Unloaser
06paboTKy ero nepcoHanbHbIX OaHHbIX
MapTHep o0b6s3yeTca  NpekpaTUTb  UX
06paboTKy 1 B Ciiyyae, ecnim coxpaHeHue
NnepcoHasbHbIX OaHHbIX bonee He
TpebyeTcs aons Luenen 06paboTku
MepcoHasbHbIX  AaHHbIX, YHUYTOXUTb
nepcoHasbHble JdaHHble B CPOK, He

npeBbILLALLLMA 14 (yeTblpHaguaTH)
KaneHgapHbIX AHEN C AaTbl MOCTYNJeHus
YKa3aHHOro oT3bIBa.

3.6.3 MaptHep o06A3yeTca 6e3onacHo
yAanuTb WAX  BepHyTb [lepcoHabHble
JaHHble tOHuneBsep nocpeacTBoMm

be3onacHon nepenayn dannos B chopmaTe,
3anpoweHHoM HOHMNeBep, ecsn TONbKO KX
XpaHeHne He TpebyeTcs B COOTBETCTBUM C
OENCTBYIOLLLMM 3aKOHOOATE/IbCTBOM.

4. OBECMNEYEHUE BE3OMNACHOCTHU
NMEPCOHAJIbHbIX OAHHbIX

4.1 MapTHep o06sA3yeTca npu obpaboTke
MepcoHanbHbIX OaHHbIX OHuneBep
NpUHMMaTb  HeobxoAuMble  MPaBOBbIE,
OpraHM3auMoHHbIE N TexHU4Yeckne Mepbl
O 3alUNTbl MEePCOHasbHbIX HOaHHbIX OT
HeNpaBOMEpPHOro UKW ciyvyarHoro AocTyna

K  HUM,  YHUYTOXKEHUS,  U3MEHEeHUs,
6J10KMpOBaHNS, KOMMpoBaHus,
npenocTaBsieHUs, pacnpocTpaHeHuns

NMepCoHalJIbHbIX AaHHbLIX, a TaKXe& OT MHbIX
HErNnpaBOMEpPHbIX OENCTBUA B OTHOLUEHUUN
nepcoHaJibHbIX OaHHbIX.

MpuHUMaeMble
COOTBETCTBOBaTb CTaHOapTam,
YCTaHOBJIEHHbIM  3aKOHOOaTes/IbCTBOM O
3alMTe JdaHHbIX, a Takxe obecneyumBaTb
ypoBeHb 6e3onacHocTu  epCoHasbHbIX
OaHHbIX FOHnneBep COOTBETCTBEHHO
puUCKaM, XapakKTepHbIM A5 3TON Cepbl.

Mepbl OOJIXKHbI

4.2. MNMapTtHep o0O6sa3yeTca obecneuyuTb
BbiMOJIHEHUue cnepylouiumx
MeponpuATUM no 3awumTe
nepcoHanbHbIX AaHHbIX OHUNeBep:

4.2.1 Ha3Ha4YnTb NNL, OTBETCTBEHHbLIX 3a
opraHmsaunio obpaboTkm n obecneyeHue

6e3onacHOCTM  MepCoHasibHbIX  OaHHbIX
HOHnnNeBep;

4.2.2. YcTaHOBUTb NpaBuia p[ocTtyna K
nepcoHasbHbIM  AaHHbIM  KOHWNeesep w
onpegennTb nepevyeHb paboTHMKOB U
apyrmx  nuu, nocTtyn KOTOpPbIX K
nepcoHasibHbIM OaHHbIM KOHuneBep
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with Unilever.

4.2.3 Identify threats to the security of
personal data during their processing in
information systems.

4.2.4 Take the necessary organizational and
technical measures necessary to comply
with the requirements for the protection of
personal data, the fulfilment of which
ensures an appropriate level of protection of
personal data

4.2.5 Ensure the registration and accounting
of all actions performed with Unilever
Personal Data, promptly providing access to
such records at the request of Unilever.

4.2.6 Ensure the possibility of restoring
Unilever Personal Data modified or
destroyed due to unauthorized access to
them.

4.2.7 Ensure the execution of actions with
Unilever Personal Data using databases
located on the territory of the Russian
Federation

4.2.8 Upon prior request, but not less than
10 (ten) working days in advance, provide
Unilever with an exhaustive list of legal,
organizational and technical measures
implemented by the Partner in order to
fulfill the requirements specified in this
section

4.2.9 Ensure control over the measures
taken to ensure the security of personal
data and the level of security of personal
data information systems.

4.3 The Partner is obliged to implement and
comply with security measures in
accordance with the Unilever Safety
Standards (with regards to periodic updates
and changes to such standards)

4.4 To perform work to ensure the security
of Unilever's Personal Data, the Partner may
engage legal entities on a contractual basis
that have a license to operate for the
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obs3aTenbLCTB B COOTBETCTBUMN C
3aKJ1l04YEeHHbIMKU € KOHMNIeBEp OOrOBOPaAMMU.

4.2.3. OnpegennTtb yrpo3sbl 6e3onacHoOCTU
rnepcoHasbHbIX AaHHbIX Npu nx obpaboTke
B MH(POPMALMOHHbBIX CUCTEMAX.

4.2.4. MNpuHATb HeobxoauMble
opraHmsaunoHHble N TexHN4YeCKmne mMepbl
HeobxoanMble ans BbIMNOJIHEHUSA
TpeboBaHU K 3aWMUTe MEePCOHasbHbIX
OaHHbIX, NCMOJIHEHWE KOTOpPbIX
obecneymBaeT  HagJieXallnnhn  ypoBeHb
3alUNLLEHHOCTN NepPCOHasIbHbIX OAHHbIX.

4.2.5. ObecneunTb pervcTpaunio n y4et

BCeX OEencTBUN, coBepLuaeMblX c
rnepcoHasibHbIMKM  AaHHbIMKM  KOHWMNEeBep,
onepaTMBHO MpenocTaBadaa AoCTyn K

TakuM 3anucsM no 3anpocy KOHunesep.

4.2.6. ObecneynTb BO3MOXXHOCTb
BOCCTAHOBJIEHNA TMepCOHasIbHbIX OaHHbIX
KOHuneBep, MOANPULNPOBAHHBIX nnn
YHUYTOXEHHbIX BCNneacTeme
HEeCaHKLMOHMPOBAHHOIO AOCTYMNa K HUM.

4.2.7. ObecneynTb BbINOJIHEHNE OENCTBUN
C MepcoHasibHbIMKU AaHHbIMK HOHUNEBep C
NCMNOJ1Ib30BaHNEM ba3 OaHHbIX,
HaxogsAWwmxcsa Ha Tepputopun Poccuinckom
depepauynm.

4.2.8. Mo npenBapuTesibHOMY 3arpocy, HO
He MeHee 4yeMm 3a 10 (mecsaATb) paboumx
aHen, npenocTaBnTb KOHnnesep
ncyepnbiBawLWUA  NepeyYeHb  MNpPaBOBbIX,
OpPraHM3auMoHHbIX W TEeXHU4YeCKUx Mep,
peann3oBaHHbIX [lapTHepoM C Uesblo
BbIMO/IHEHNS TpeboBaHWN, YKa3aHHbIX B
HacTosALWeM pa3gene.

4.2.9 ObecneynTb KOHTPOJIb 3a
npUHUMaeMbiMKU MepaMu Mo obecrnevyeHunto
6e30nacHOCTN MepcoHaNbHbIX AaHHbIX U
YPOBHS 3aLLULLEHHOCTN MHEPOPMALNOHHbBIX
CUCTEeM NnepcoHasibHbIX AaHHbIX.

4.3 MapTHep o653aH BHeOpATb U
cobnopgaTb Mepbl 6e3onacHoCTHU B
COOTBETCTBUM co CraHpapTamu
6esonacHocTn HOHuneesep (C  y4yeToMm

nepmoan4yecknx obHoOBAEHUN N N3MEHEHMNN
Takux CTaHOapTOB).

4.4 Onsa BbinonHeHUs paboT no
obecneveHunto 6esonacHoCcTU
lMepcoHanbHbIX faHHbIX KOHWUNEBep,
MapTHepOM MOryT NpmMBAeKaTbCA Ha
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technical protection of confidential
information in accordance with the terms of
this Agreement.

QX/

5.1 In the event that the Partner finds or has
reason to believe that a Data Leak has
occurred, the Partner shall immediately, but
in any case not later than 24 (twenty-four)
hours from the date of detection of such
Data Leak:

5. NOTIFICATIONS AND LEAKS
OF PERSONAL DATA

5.1.1 Notify Unilever of a Data Breach and
provide him with all information necessary
under Data Protection Legislation, including
information regarding:

(a) the nature of the Data Leak,
including the approximate number of
Affected Data Subjects and Unilever
Personal Data records;

(b) any existing or anticipated
involvement of public authorities; and

(c) any response to a Data Leak that is
taken or recommended by the Partner
in order to eliminate the Data Leak
and/or possible negative consequences,

if the Partner is unable to provide the
necessary information before the
expiration of the specified period, he
must immediately inform Unilever
about the reasons for the delay and the
expected timing of the provision of
information (it is permissible to provide
information in  stages), regularly
notifying Unilever of the development
of the situation;

5.1.2 Investigate Data Leak and provide
Unilever with detailed information about it.

5.1.3 Take the necessary measures and
assist Unilever to minimize or eliminate any

[OrOBOPHOW OCHOBE topnanyeckne aunLa,
NMeoLWme NMNLEH3NI0O Ha AeATEeNbHOCTb Mo
TeXHUYECKOW 3aWmTe KOHPNAEHLNANBLHON
WHGOopMaLMM B COOTBETCTBUN C YCJIOBUSMU
HacToAwero CorsaweHuns.

5. YBEOOMJIEHUA n
MEPCOHAJIbHbIX OAHHbIX

YTEYKHA

5.1 B cnyydae, ecnum lNapTHep y3HaeT win y
Hero nosBATCA OCHOBaHMA MNojnaraTb, 4TO

npomsowna YTeyka pJaHHbIX, [lapTHep
obs3aH He3aMenLNUTeENbHO, HO B ntoboM
c/ly4ae He nos3fgHee 24 (pBaguaTw

YyeTbipéx) 4YacoB C MOMeHTa obHapyXeHus
TaKom YTEeYKN JaHHbIX:

5.1.1 YeBepomuTtb HOHuneesep 06 YTeuke
OaHHbIX N MNpefocTaBuTb eMy  BCHO
MHpopMaLuio, Heobxoaoumyto B
COOTBETCTBUM C 3aKOHOLATENbCTBOM O
3awuTe OaHHbIX, B TOM yucne
MHopMaL 1O B OTHOLLEHUN:

(a) xapakTepa YTeuknu
BKJIlOYas npuMmepHoe KOJINYEeCTBO
3aTPOHYThIX CybbekToB
nepcoHalNibHbIX OaHHbIX WU 3anuncen
lMepcoHanbHbIX gaHHbIX KOHMNeBep;

(6) moboro cyuwecTByloWEro wam
npenrnojlaraemoro yyacTus
rocyapCTBEHHbIX OPraHoB; U

(8) nobbix Mep pearupoBaHus Ha
YTeuky DaHHBIX, KoTopble
NPUHNMAIOTCA WAM  PEKOMEHAYIOTCSH
MapTHepoM B Uensx YycTpaHeHus
YTeYKM [JaHHbIX W/MAN  BO3MOXKHbIX
HeraTUBHbIX MOCNeACTBUNA,

OaHHbIX,

ecnm MapTHep He cMoXeT
npenocTaBuUTb Heobxoaumyto
NHopMaL Mo o ncTeyeHus
yKa3aHHOro  Cpoka, OH  [JOJIKEH
He3aMeaINTeNbHO coobLLnNTL

DHmneBep O TMpUYNHaxX 3adep>XXKuU W”n
OXngaeMblX CpOKaxX npepnocTtaBsieHUA

NHopMaLnmn (ponycTumo
npegocTaBneHne NHGopMaLumn
no3TanHo), perynsipHo n3BeLlas

OHMNeBep 0 pa3BUTUN CUTYaLUN;

5.1.2 PaccnepoBaTb YTeYKY [aHHbIX U
npepoctaButb  OHMneBep  noApobHyto
MHGOopMaL IO 0 Hen;

5.1.3 MpuHATL Heobxogumble Mepbl, a
TakXe oKasaTb copencrteme KHunesep
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losses that may be caused as a result of the gna  MuHuMM3aumm  nnan yCTpaHeH%

Data Leak, as well as to prevent repeated
Data Leak, including the possible
suspension of Personnel from performing
work / providing services for Unilever.

nboro yuwepba, KOTOpbIN MOXET ObiTb
MPUYNHEH B pe3ynbTaTe YTeYKM OaHHbIX, a
TakXe AN NpenoTBpaLLeHNs MOBTOPHOWN
YTeuykn [aHHbIX, BKJO4Yas BO3MOXXHOe
OTCTpaHeHue [lepcoHana OT BbIMOJIHEHUSA
paboT / okasaHus ycnyr ans KOHunesep.

5.1.4 At the request of Unilever, assist in 5.1.4 Mo 3anpocy KOHunesep
providing the necessary information to the cogencresoBaTb B npenocTaBiEHNN
relevant state authorities or affected Heobxogumon nHdpopMauunmn B
Personal Data Subjects. COOTBETCTBYHOLWME rocynapCTBEHHbIE
opraHbl WM  3aTpoHyTbIM CybbekTam
nepcoHasbHbIX OaHHbIX.
000
qmmmP 6. SUBCONTRACTORS 6. CYENOAPAAYUKU
6.1 The Partner is not entitled to entrust the 6.1 TllapTHep He BnNpase nMopy4aTb
Processing of Personal Data by Unilever to O6paboTky MepcoHanbHbIX OaHHbIX
its contractors, subcontractors, agents and HHunesep CBOUM noapsagymkam,
other third parties (hereinafter referred to cybnogpsgymkam, areHTam uW APYruMm
as the "Subcontractors") until such actions TpeTbum nmuam (nanee -
are agreed with Unilever. Subcontractors «Cybnogpagyumnku») 0o corslacoBaHus
who are permitted to process Unilever Takux oencrTeunmn C KOHuneBep.
Personal Data are indicated in the relevant Cy6brnogpsgoynkn, KOTOPbIM  pa3pelleHo
Processing Instructions. obpabaTbiBaTb [lepcoHafibHble  OaHHble
KOHuneBep YKa3blBalOTCH B
COOTBETCTBYHOLLEN NHCTpYKUMK no
obpaboTke.
6.2 The Partner guarantees that the 6.2 MapTHep rapaHTupyer, 4yTo
Subcontractors have assumed the same Cybnogpsaayumku npuHaanm Ha cebe Te xe
contractual obligations in relation to the poroBopHble obsa3aTenbCTBa rno
processing of Unilever Personal Data as oTHoweHutio K o6bpaboTke [lepcoHanbHbIX
provided for in this Agreement, and the paHHbIX KOHuneBep, Kakue
Partner will remain fully responsible to npegycmoTpeHsbl HaCTOALLMM
Unilever for the fulfillment by the Cornawennem, wu T[lapTHep ocCTaHeTcA
Subcontractor of such obligations, as well as nonaHOCTbIO OTBETCTBEHHbLIM nepen
for any actions or omissions of the KHunesep 3a BbIMO/IHEHNE

Subcontractor related to the processing of
personal data as if they were its own.

6.3 Prior to engaging a Subcontractor to
process Personal Data, Unilever Partner
undertakes to conduct a preliminary check
of such Subcontractor to ensure its ability to
comply with the requirements of this

Cybrnoapanyunkom Takux obsizaTenbCcTB, a
Takxe 3a Jiobble  gencTeus  UAu
bespenctene Cybnoapsnyvka, CBsi3aHHbIE
Cc 06paboTKoM NepcoHaNbHbIX OaHHbIX, Kak
ecnn 6bl OHKW 61N ero co6CTBEHHbLIMMN.

6.3 Lo npusnedyeHus Cybnogpsagvmka K
obpaboTke MepcoHanbHbIX OaHHbIX
lOHnneBep lMapTHep o0b6s3yeTCcsa NpoBecTw
npenBapuTesbHYO NpoBepKyY TaKoro
Cybnogpsagynka, 4tobbl ybeanmTbca B €ro

Agreement regarding the security and cnocobHocTn BbIMONMHUTL  TpeboBaHus
confidentiality of personal data, as well as HacToswero CornaweHnsas B OTHOLWIEHWUN
to immediately provide confirmation of such o6ecnevyeHus 6e3onacHoCTHU "
verification at the request of Unilever. KOHPUAEHUNANBHOCTU nepcoHasbHbIX
JaHHbIX, a TakXe He3aMennTenbHo
npenocTaBMTb  MNOATBEPXAEHME  TakoWn

npoBepKu no 3anpocy KOHuNesep.
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E N 7. DATA TRANSFER

7.1 The Partner has the right to transfer
Unilever Personal Data outside of the
Russian Federation only if Unilever receives
consent to their transfer, as well as such

transfer complies with the applicable Data
Protection Legislation.

272

?
3351

8.1 If there is the prior notice, the Partner
shall provide Unilever and/or its
representatives with access to the territory,
Personnel and relevant accounting data of
all persons engaged by the Partner for the
processing of Unilever Personal Data, for
the purpose of conducting an audit
(verification) of the Partner, the persons
involved by him, systems and processes for
their compliance with applicable Data
Protection Legislation and the terms of this
Agreement, unless (a) there is reason to
believe that a Data Leak has occurred, or
(b) the audit is related to a request from
public authorities (in such cases, the audit
may be carried out without prior notice).

8. INFORMATION AND AUDIT

8.2 The Partner is obliged to provide
Unilever with all information necessary to
confirm the Partner's compliance with its
obligations under the Data Protection
Legislation and this Agreement.

8.3 If the audit reveals any violation by the
Partner of the obligations assigned to him
by the Data Protection Legislation or this
Agreement, the Partner undertakes to
immediately, on its own and at its own
expense, eliminate the detected violations
and take sufficient measures to prevent the
recurrence of violations

8.4 Based on the results of the audit,
Unilever has the right to request the

7. NEPEQAYA OAHHbIX

7.1 MapTHep Brnpase nepenaBsaTb
lMepcoHanbHble paHHble HOHWNeBep 3a
npenensl Poccunckon depgepaumm TONbKO
B C/ayyvae nosyveHus oT HOHuneBep
cornacusa Ha ux nepepady, a Takxe npu
yCrioBun, 4yTOo Takas nepepnava
CoOTBETCTBYET NPUMEHNMOMY
3aKoHO4aTeNbCTBY O 3aliuTe AaHHbIX.

8. N(H®OPMALLUA U AYOUT

8.1 [Tlpn ycnoBun npenBapuUTesibHOro
yBeOMJSIEH NS, MapTHep OOJKeH
npegocrtasnatb OHUNeBep w/unnm  ero

npeacTtaBuUTeNsIM OOCTYN Ha TeppuToputo,
K MNepcoHany n COOTBETCTBYHOLIMM OAHHbLIM
y4yeTa BCeX nnmy, npmenevYeHHbIX
MapTHepom Ons obpaboTkn MepcoHanbHbIX
OaHHbIX KOHUNeBep, B LensX NpoBeneHus
ayauTa (npoBepkn) MapTHepa,
MPWBNIEYEHHbLIX UM AL, CUCTEM I
MpoLeccoB Ha npegMeT MX COOTBETCTBUSA
NnPUMEeHNMoMyY 3aKoHOATENLCTBY o)
3alUMTe AaHHbIX N YCJIOBUSM HACTOSALLEro
CornalueHusi, 3a WCKJIIOYEHUEM CNYyYaEeB,
Korga (a) ecTb OCHOBaHWA monaraTb, 4TO
npounsowna YTe4yka gaHHbiX, unm (6) ayanTt

CBA3aH C 3anpocoM roCyAapCTBEHHbIX
OpraHoB (B TakKuMX Cay4YasAx ayouT MOXXeT
nponssoanTbca 6e3 npeaBapuUTesIbHOro
yBe4OMNEHNS).

8.2 [apTHep o0643aH nNpenocTaBnATb
KOHuneBep BCIO MHpopmMaLuio,
Heobxoaumyto ans NnoaATBEpP)XXAEHUSA
cobnogeHns MapTHepom CBOMX
obs3aTensCTB MO  3aKOHOA4ATENLCTBY O
3awunTe OaHHbIX 7 HacTosweMmy
CornalieHuio.

8.3 Ecnm B xone ayauTa b6yneT BbISABJIEHO
Kakoe-nnbo HapyLlleHne MapTHepom
06s3aHHOCTEN, BO3JIOXKEHHbIX Ha Hero
3akoHO4aTeNbCTBOM O 3aliuTe [AaHHbIX
nnn Hactoawmm CornaweHuem, [apTHep

0bsA3yeTcs  He3amMennuTesNbHO, CBOMMW
cnnaMm U 3a  CBOW  CYET, YCTPaHUTb
BbiSIBJIEHHbIE  HApyLleHWS U MPUHATb

OOCTAaTO4YHble Mepbl 0214 nNpenoTBpalleHna
NMOBTOPHOI0 BO3HMKHOBEHNA HapyLLIGHI/IPI.

8.4 KOHWneBep No ntoraMm ayguTta Bnpase
notpeboBaTb MNPUHATUSA AOMNOJIHUTEbHbIX
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adoption of additional security measures,
including the creation of a backup system
for the protection of Unilever Personal Data
and to store their copies and backup files
with Unilever Personal Data under the
control of Unilever. The parties should agree
on the introduction of additional security
measures if it's necessary.

8.5 Unilever has the right to share any
information, documents or information
provided by or on behalf of the Partner with
any other Unilever group of companies, its
consultants and/or government authorities

% 9. LIABILITY

9.1 The Partner shall protect the interests of
Unilever and indemnification of Unilever
and/or the relevant Unilever group of
companies at their request for any Data
Protection Losses arising from Unilever, the
Unilever group of companies or their
agents, including whether arising directly or
indirectly from:

9.1.1 any breach by the Partner of its
obligations under the Data Protection
Legislation or this Agreement;

9.1.2 actions of the Partner (or any person
acting on his behalf), committed not on the
basis of or in violation of the Instructions for
the processing of Personal Data by Unilever.

9.2 In case that a third party claims against
Unilever related to violations committed by
the Partner during the processing of
personal data, the Partner undertakes to
settle such claims independently and at its
own expense, in particular: to fulfill the legal
requirements of a third party, to enter into
legal proceedings on the side of Unilever, to
give the necessary explanations and
provide documents in case of requests from
state bodies , conducting inspections or
initiating cases of administrative offenses,
compensate a third party and (or) Unilever
for the losses caused.
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Unlonres
Mep 6e30MacHOCTW, B TOM YUCJE CO34aTb
pesepBHYIo cucTemy 3aWnThl
MepcoHanbHbIX AOaHHbIX HOHWNesep u

XPaHUTb UX KOMWU N pe3epBHble Palsibl C
MepcoHanbHbIMKN JaHHbIMKN KOHWUNEeBep noa
KoHTposieM HOHunesep. CTOPOHbI AOJSKHbI
cornacosaTb BBefeHME [OMOJAHUTENbHbIX
mMep 6e3onacHoOCTK B cny4ae
HeobxooMMoCTH.

8.5 OHnneBep BnpaBe OennuTbCa NtOb6LIMK
cBefeHnsaMu, JOKYMeHTaMu nnm
MHhOopMaLmen, KOTopble NPenOCTaBNATCA
MapTHepoM wmanm OT ero MMeHu, ¢ nobon
apyrom komnaHmen rpynnbl Unilever, ee
KOHCY/IbTaHTaMun n (nnn)
rocynapCTBEHHbLIMW OpraHaMu.

9. OTBETCTBEHHOCTb

9.1 MapTHep o0b6s3aH 3aWMLLAaTh MHTEpPEeCHI
lOHnneBep un obecneynTb BO3MeLLeHMe

IOHnnesep n/vnn COOTBETCTBYIOLLEN
KomnaHuu  rpynnbl  Unilever no ux
TpeboBaHuto nwbon Yuepb, cBA3aHHbLIN C
3awmTon OaHHbIX, BO3HUKLUNN y
KOHunesep, KomnaHumm rpynnel Unilever

WM NX areHTOB, B TOM YUCJIE BO3HUKLUUNN
npaMo Nanm KOCBEHHO B CBA3U C:

9.1.1 nwobbiIM HapyweHuem [llapTHepom
cBonx o6sA3aTeNbCTB N0 3aKOHOAATENbCTBY
0 3awWwuTe [aHHbIX WM  HacCToAleMy
CornawieHwuto;

9.1.2 pencTtemamun MapTHépa (nnn nwboro
Nvua, JOEenCcTBYIOWEro OoT €ero WMEHNn),
COBEpPLWIEHHbIMN HE Ha OCHOBE WIN C
HapyweHnem WHCTpykumn no obpaboTke
MepcoHanbHbIX AaHHbIX KOHMNEeBep.

9.2 B cnyyae, ecam TpeTbum nvuom byayT
npenbsaBneHsl TpeboBaHua kK HOHunesep,
CBSA3aHHblE C HapyLleHnaMu,
aonyuweHHbiMn MapTHepoM npu obpaboTke
rnepcoHasbHbIX OaHHbIX, MapTHep
obsa3yeTCs yperynmposaTb Takue
TpeboBaHNS CaMOCTOATENILHO M 3a CBOWM
CYeT, B YAaCTHOCTU: BbIMOJHUTb 3aKOHHbIE
TpeboBaHNA TpeTbero auua, BCTYNUTb B
cynebHbIn npoLuecc Ha cCTopoHe HOHuNeBep,
haBaTb HeobxoguMmble  MOSACHEHUA U
NpefnocTaBNsATb HOOKYMEHTbl B  Clly4vae
MoCcTynjeHuns 3anpocos oT
rocy4apCTBEHHbLIX OpPraHoB, MpoBeaeHus
MMM MPOBEPOK WM Bo3byxaeHus gen ob
aAMUHNCTPaTUBHBIX rnpaBoHapyLUEHNAX,
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KOHMNeBep NpnYnNHEHHbIN yLiepb.

9.3 The financial Ilimits of liability 9.3 dunHaHCOBbIE JMMUTBI
established by separate agreements OTBETCTBEHHOCTMH, YCTaHOBJIEHHbIE
between the Partner and Unilever do not oTaenbHbIMU corsawieHnamm Mexay
apply to the guarantee of compensation for TMapTHepom " OHunesep, He
Losses provided for in this section. pacnpocTpaHsatoTCs Ha rapaHTuio

koMmneHcauun Ywepba, NpefyCMOTPEHHYIO
HaCTOSALWMM pa3nesiom.
9.4 The Losses provided for in this section 9.4 KomneHcauyus Ywepba,
shall be payable by the Partner within ten npepycMoTpeHHas HacTOAWMM pa3fesiomMm,
(10) business days of the filing of the claim noanexunt BbinnaTe MNapTHepoM B Te4YeHue
from Unilever and/or the Unilever group of 10 (pecaTtn) paboynx p[HEN C MOMEHTa
companies. npeabsBAEHUS COOTBETCTBYIOLLErO
TpeboBaHusa oT KOHnneBep n/vnun
KomnaHuu rpynnsl Unilever.
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